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<jwright > I'm sick of re-writing tools each
time we figure out raw TX on a new driver.
<dragorn > Yeah

<jwright > We're being stupid about this. Why
don't we create an abstraction layer for
developers that handles all the card setup
nonsense.

<dragorn > We can use function pointers.
<jwright > Yeah!

<dragorn > We can call it LORCON, I'll setup a
SVN repository.
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#include <tx80211.h>
int drivertype =INJ_NODRIVER, c;
while ((c = getopt(argc, argv, "d:")) = EOF) {
switch(c) {
case 'd"
drivertype = tx80211 resolvecard (optarg);
break;
}

iIf (drivertype ==INJ_NODRIVER)
fprintf(stderr, "Driver name not recognized.\n");
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tx80211 tin_tx;
char *iface = argv[1];
char *drivertype = argv[2];
if ( tx80211 init (&In_tx, iface, tx80211 resolvecard(drivertype))
1= TX80211 ENOERR)
return -1
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[* TX80211 CAP_FRAG indicates the initialized drive r allows
us to preserve the MOREFRAG bit and the fragment nu mber
field */
if ((  tx80211 getcapabilities (&in_tx) & TX80211 CAP_FRAG) ==0)

fprintf(stderr, "Sorry, driver does not support "
"manipulating fragmentation fields.\n");
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if ( tx80211 setfunctionalmode (&In_tx, TX80211 FUNCMODE INJMON)){
fprintf(stderr, "Error setting functional mode: %s\ n",
tx80211 geterrstr(&in_tx));
return -1;
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if ( tx80211 open (&in_tx)) {
fprintf(stderr, "Error opening interface %s: %s\n",
In_tx->ifname, tx80211 geterrstr(&in_tx));
return -1;
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[* We need to send data packets and deauth packets rapidly, so

* we have two packet contexts to use for transmissi
*/
tx80211 packet tin_packet deauth;
tx80211 packet tin_packet data;
tx80211 initpacket (&in_packet_deauth);
tx80211 initpacket (&in_packet_data);

on.
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uint8_t packet[] = "\xd4\x00\x00\x00\x00\x13\xce\x5 5\x98\xef";
In_packet.packet = packet;
in_packet.plen =10;
if ( tx80211 txpacket  (&In_tx, &n_packet) != 10)
fprintf(stderr, "Error: %s\n", tx80211_ geterrstr(in _tx));
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if ( tx80211 close (&in_tx)!=TX80211 ENOERR) {
fprintf(stderr, "Error closing the interface %s: %s

In_tx->ifname, tx80211_geterrstr(&in_tx));

return -1;

\n",
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#include <tx80211.h>

int main(int argc, char *argv(]) {
tx80211 ttx;
tx80211 packet t txp;

uint8_t packet[] = "\xc4\x00\xfAx7f\x00\x13\xce\x5 5\x98\xef";

[* argc sanity check argv[l] is the interface, argv[ 2] is the driver name */

If (tx80211_init(&tx, argv[1], tx80211 resolvecard( argv[2])) !=TX80211 ENOERR)
die(&tx);

if (tx80211_getcapabilities(&tx) & TX80211 CAP_CTR L) ==0)
die(&tx);

iIf (tx80211_setfunctionalmode(&tx, TX80211_FUNCMODE _INJMON) '=TX80211_ENOERR)
die(&tx);

if (tx80211_open(&tx) = TX80211 ENOERR)
die(&tx);

tx80211 initpacket(&txp);

txp.packet = packet;

txp.packet = sizeof(packet); /* :P */

if (tx80211_txpacket(&tx, &txp) < txp.plen)
die(&tx);

tx80211 close(&tx);

return O;
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struct tx80211 {
[* trimmed for brevity */
int (*open__callthrough) (struct tx80211 *);
int (*close_callthrough) (struct tx80211 *);
int (*setfuncmode_callthrough) (struct tx80211 *, in
int (*setchan_callthrough) (struct tx80211 *, int);

int (*txpacket_callthrough) (struct tx80211 *,
struct tx80211 packet *);

I3
typedef struct tx80211 tx80211 t;

t);
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Icpa_metapack t *metapack; lcpf_rts  (metapack,
tx80211 packet t txpack; targetmac,
uint8_t txmac[6]; txmac,
uint8_t targetmac|] = 0x00, /* fcflags */
"\XFAXFAXFAXFAXFAXTE"; 0x00); /* duration */
lcpa_freeze  (metapack, &txpack);
metapack = Icpa init  (); Ilcpa_free (metapack);
tx80211 initpacket(&txpack); tx80211 txpacket(in_tx, &txpack);
srand(time(NULL));

lcpf_randmac  (txmac, 1);







(&0




/

I

# 12)KI

/



1)2)



(<- < ?.

(! " G 1)2)"
5/ ,1"* -7
523 [ 7
5) - 1

(! ", 1)2)

5 1l “1D2)" ]
5)- 3

52 *'T .

5 2 C '#+



(1 /1, ']
59P |/ box

;DD O D'D /#o6# "# L/







& 0

-1 $ UL
5 6
5 H -
/;DD D#  J/




[, DD###

D'# 'D



$

/



2 ->1)2)"

(2-' . $ 1 #

require "Lorcon"
packet=[0xc4,0x00,0xff,0x7f,0x00,0x13,0xce,0x55,0x9 8,0xef].pack('C*)

puts "Initializing LORCON using wifi0 and madwifing driver"
tx = Lorcon::Device.new('wifi0', ‘'madwifing', 1)

puts "Changing channel to 11"

tx.channel =11

# Send the frame 500 times with no inter-frame dela y
sa = Time.now.to f

tx.write(packet, 500, 0)

ea = Time.now.to f - sa

puts "Sent 500 packets in #{ea.to_s} seconds"

$ sudo ruby testlorcon.rb

Initializing LORCON using wifi0 and madwifing drive r
Changing channel to 11

Sent 500 packets in 0.00940299034118652 seconds
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